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Inter Process Communication

Historia komunikacie medzi procesmi:
e signaly

* zdielana pamat’

* pipe, socket

* posielanie sprav — message passing



Signaly

void handler (int sig) {
// signal received

} .{-)-id = ..
kill(pid,SIGUSR1);
void main () .
{
signal (SIGUSR1,handler);
}

event = CreateEvent( NULL, TRUE, | event = CreateEvent( NULL, TRUE,
FALSE, TEXT("Event")); FALSE, TEXT("Event"));

SetEvent(event) waitForSingleObject (event,
timeout);




Zdiel'ana pamat’

ch = new RandomAccessFile(name, "rw");
buf = ch.getChannel().map(FileChannel.MapMode.READ WRITE, O, size);
for (...) {

byte b = buf.get();

}
buf.rewind();

ch = new RandomAccessFile(name, "rw");
buf = ch.getChannel().map(FileChannel.MapMode.READ WRITE, 0, size);
for (...) {

byte b = ...;

buf.put(b);

}
buf.rewind();



Zdiel'ana pamét’ - Synchronizacia
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Synchronizacia medzi procesmi

* Platformovo zavisla, z Java volame cez JNI

* Proces Cakajuci na udalost”

HANDLE ghWriteEvent;

ghWriteEvent = CreateEvent(

NULL, // default security attributes
TRUE, // manual-reset event

FALSE, // initial state is nonsignaled
TEXT(_name) // object name

)5

DWORD dwWaitResult;

dwWaitResult = WaitForSingleObject(
ghiWriteEvent, // event handle
INFINITE

) // indefinite wait

ResetEvent(ghWriteEvent);



Synchronizacia medzi procesmi

* Platformovo zavisla, z Java volame cez JNI

* Proces posielajuci na udalost’

HANDLE ghWriteEvent;

ghWriteEvent = CreateEvent(

NULL, // default security attributes
TRUE, // manual-reset event

FALSE, // initial state is nonsignaled
TEXT(_name) // object name

)5

SetEvent(ghWriteEvent);



Message passing

SRR



pidl

Procesy: pid

pid2

jeden Proces moze komunikovat s
druhym pokial’ vie jeho pid

OS



Procesy: names

pid1 Kazdy vie  pjd2
svoj vlastny
pid (a pid
otca)

} proces !

»AKY pid ma manager »poznac, ze

teraz Jano 7 prideluje jedineéné Jano ma pid

pidy a spravuje mena, 21034
ma fixne pid 1



Procesy: names

pidl Kazdy vie  pid2
svoj vlastny
pid (a pid
otca)
name_locate() name_attach()
' proces !
»AKY pid ma manager »poznac, ze
teraz Jano 7 prideluje jedineéné Jano ma pid
pidy a spravuje mena, 21034

ma fixne pid 1



Procesy: komunikacia

pidl pid2

data

OS

kernel

SRR model



Procesy: stavy

SEND-BLOCKED

REPLY-BLOCKED

RECEIVE-
READY > < BLOCKED

SRR model



receiver sender

READY[ READY
Receive()
RECEIVE-
BLOCKED i

i data { Send()

READY } REPLY-

i BLOCKED

Reply() et .[ READY

SRR model



SRR model

receiver
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receiver sender receiver sender

READY READY READY READY
Receive() * Send()
RECEIVE- i : SEND-
BLOCKED i BLOCKED
s« data ¢ Send() Receive()t+ data ¢
READY i REPLY- i REPLY-

i BLOCKED i BLOCKED
data ] data ]
Reply() ¢ Reply()t
ply() SEADY ply()
READY

S R R m Od e I Ktora moznost’ s1 programator zela ?



Primitivy

Send (pid, send-data, replied-data, sizeof-send-data, sizeof-replied-data);

Kto zaruci, ze tieto
vel’kost1 si budu
zodpovedat’ ?

SRR model



neblokujuce posielanie sprav

« virtualny proces proxy

« virtualny proces timer

SRR model



owner user owner user

proxy pid s proxy pid >
proxy
Receive()g ®4_. Trigger()
i proxy proxy
l-—@<—- Trigger() Recelve()~—®

pidp = proxy_attach(0,0,0,-1)
SRR model Trigger(pidp)



owner

TIMER
READY
Receive() ¢ _
RECEIVE- i PP timer
BLOCKED .‘_®4_@
R RE_ADE()
ecelve() ¢ _
RECEIVE- proxy timer
BLOCKED .‘_®4_@
READY l
Receive() ° _
RECEIVE- proxy timer
BLOCKED .‘_®4_@
READY

pidt = timer_create(-pidp)
timer set(pidt, typ, secO, nsecO, sec, nsec
SRR mode] fmer-setpidt typ )



Problemy komunikacie medzi
procesmi

 deadlock

e livelock

* negarantovana odozva




RieSenie

» zaviest’ pravidla, ktoré musi programator pri navrhu
systému dodrziavat’, t.j. architektuaru

Jednym z moznych rieseni je tzv. pyramidalna client-
server architektura



Client-Server

z hl’adiska SRR je
e Server receiverom

e Client senderom

Samozrejme server z hl'adiska jedného vztahu moze byt
klientom z hl'adiska vzt'ahu druh¢ého a teda v nom najst’
ako Receive, tak Send

\kde?



Pyramidalna architektura
Client-Server

. Systém rozdelime na Urovne
. Kazdy server dame na urCita Groven

. Kazdy klient musi byt na vysSej urovni nez jeho
server



Pyramidalna architektura
Client-Server
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Pyramidalna architektura
Client-Server
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Struktura serveru
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Server

typedef struct server_msg {
short header;
short action;
union {

} data;
3
#define SERVER_HAEDER 'SH'
#define SERVER_ACTION1 'Al'

#define SERVER_ACTIONX 'AX'
void main ()
{
struct server_msg msg;
// inicializacia
if (name_attach("...") == -1) return;
for (;;) {
pid = Receive(0,&msg,sizeof(msQ));
if (msg.header '= SERVER_HEADER)
continue;
switch (msg.action) {
case SERVER_ACTIONLI:
/I spracuj msg
break;

case SERVER_ACTIONX:

break;
}
Reply(pid,&msg,sizeof(msg));
}
}

void main () Cllent = Utl|lta

struct server_msg msg;

// inicializacia

pid = name_locate("...");

msg.header = SERVER_HEADER,;

msg.action = SERVER_ACTIONYy;

/I naplni msg.data;

Send(pid,&msg,&msg,
sizeof(msg),sizeof(msg));

/I spracuje msg.data

widmain()  C|ient - data collector

/l inicializacia
pids = name_locate("...");
pidp = proxy_attach();
pidt = timer_create(-pidp)
timer_set(pidt,RELATIVE,0,0,1,0);
for (;;) {
pid = Receive(0,NULL,0);
if (pid == pidp) {
I/ vytvor msg
Send(pids,&msg,&msg,
sizeof(msg),sizeof(msg));
/I spracuj msg
}
}



Dekompozicia servera

Problém negarantovanej odozvy

(Pamiat'ovo) nestabilné rieSenie (ktoré uz pozname):

« zavolame fork() a pustime separatny proces, ktory
sluzbu vybavi

Stabilné rieSenie (nevyhnutné tam, kde mame procesy
ale nemame vlakna):

 Master - slave



Master - slave

RieSenie: master — server, slave — pomocna uloha
ktoru s1 pusSta master

Tejto dokaze zverit’ spracovanie sluzby a seba tym
uvolni pre obsluhu d’alSich klientov

Pozor, slave (otrok) nie je klient



Slave

void main ()

{
pid m = getppid();
Send(pid_m,...); //co si prajes pane?
for (55) {
task ();
Send(pid m,...); //urobene, co si prajes pane?
}
}

v akom stave prezije slave vacsinu Casu ?



main ()

{

struct server_msg msg;
struct server_port *port;
// inicializacia
ports_init();

mam = @; komu = @; spid = start_slave(); // spawn
for (5;5) {
pid = Receive(0,&msg,sizeof(msg));
if (pid == spid) {
mam = 1;
if (komu > @) Reply(komu,...);
}
if (msg.header != SERVER_HEADER)
continue;
ports reinit();
if ((port = port _get(pid)) == -1) {
port = port _new();
port_ setdefaults(port);
}
switch (msg.action) {
case SERVER_ACTION1:
// spracuj *port a msg
Reply(pid,&msg,sizeof(msg));
break;
case SERVER_ACTIONx:
Reply(spid,...); komu = pid;
break;
}
}

Master



Servery na rovnakej urovni

* A je clientom servera B

* B je clientom servera A Tento problém uZ nie je
. vSeobecny ale tyka sa len
Co s tym ? pyramidalnej architektdry

client-server



Prievoznik

Se

B nemodzZe poslat’ priamo A



Prievoznik

@ C je klientom A a slavom B

e




Servery na rovnakej urovni

RieSenie: prievoznik + buffrovanie

void main ()

{
pid low = getppid();
pid _high = name locate("...");
for (55) {
Send(pid low,...); //co chces poslat?
Send(pid high,...);//odkazuju ti toto
}
}

prievoznik je slave jedneho servera a klient druhého

in¢ rieSenia: Proxy + buffrovanie, pipe



Servery na rovnakej urovni

Prievoznik (ferryman) je uz kddovo vel'mi
podobny agentom

Nabada na nastolenie inej architektury, ktora by
neriesila problém komunikdcie medzi servermi na
rovnakej urovni ako Specificky pripad, ale rieSenie
tohto problému brala ako zakladny princip
komunikéacie medzi dvomi procesmi.



Datovy tok pomocou agentov

datovy tok

ask IH Af




Datovy tok pomocou priame]
komunikacie medzi agentami

consumers

* neriesi deadlock



Datovy tok pomocou nepriamej
komunikacie medzi agentami

producer %

consumers

* deadlock nemozny



Agent-Space

Komunikacna architektura ktora vie riesit’
problémy komunikacie medzi procesmi, zalozena
na nepriamej komunikacii medzi agentami

Kazdy proces je bud’
* agent
alebo

* Space



Agent

void main ()

{

// initialization

pidp = proxy_attach();
pidt = timer _create(-pidp);
timer_set(pidt,RELATIVE,9,0,...);
for (55) {
pid = Receive(O,NULL,0);
if (pid == pidp) {
// sense
Send(...);
Send(...);
Send(...);
// select

/] act
Send(...); .o
send(...); budeny timerom

Send(...);



Agent

void main ()

{

// initialization

pidp = proxy_attach();
Send(...); // send pidp to space

for (55) {

pid = Receive(O,NULL,0);

if (pid == pidp) {
// sense
Send(...);
Send(...);
Send(...); ...
// select
// act
2@235 S ; budeny triggrom

Send(...); ...



main ()
{
struct server _msg msg;
struct trigger *trg;
struct block *data;
// inicializacia
for (55) {
pid = Receive(0,8&msg,sizeof(msg));
if (msg.header != SERVER_HEADER)
continue;
switch (msg.action) {
case READ:
// spracuj *port a msg
break;
case WRITE:

break;
case ATTACH _TRIGGER:
break;
}
Reply(pid,&msg,sizeof(msg));

Space



Agent-Space

user user
ol s
] Space agent agent
Q\A space
device .
agent agent agent agent

device



Client-server (porovnanie)

© receiver ©

display sender display
S S
[ ] line /
average « average2
v sender Q
Q receiver
L_/

driver

probe




Struktdra

* Space obsahuje len komunikacny kod

* Agenty obsahuju len aplikacny kod

ako server poskytujeme
sluzby klientom

ako klient vyuzivame
sluzby serverov



Deadlock

Space vola Receive a Reply

Agent vola Send a pripadne Receive na
Proxy
Iny proces tam nie je

¢1ze deadlock nie je mozny



Live Lock

* live lock — kazdy proces dobrovol'ne opusta procesor



Negarantovana odozva

» garantovana odozva — vyplyva z povahy informacie v
Space — implicitné vzorkovanie

» rozdiel oproti aktorom

slow 10, 12, 14



Postavenie MAS v IPC

 MAS je jednym z rieSeni problemov IPC
(deadlock, livelock a negarantovana
odozva)

 Je rieSenim vel'mi dobrym, hoci
netradiCnym



Ako sI SRR vyskusat’

e DoinStalovat’ do linuxu
http://developers.cogentrts.com/srr

* Pod windowsami nainStalovat’ QNX6
WWW.NX.com



Postavenie MAS v IPC

 MAS je jednym z rieSeni problemov IPC
(deadlock, livelock a negarantovana
odozva)

 Je rieSenim vel'mi dobrym, hoci
netradiCnym



Soft crash landing

e V ramci architektar nad IPC je obvyklé sledovat’
stav procesov, nechat’ s1 od nich hlasit’, ze funguju
(watchdog) a inciovat’ opravnu akciu (recovery)
ako napriklad reStartnut’ proces, nahlasit’ poruchu
obsluhe, resetnut’ pocita¢ a podobne

« Tato snaha vychadza z predpokladu, Ze nie je
mozn¢ urobit’ programy bez chyb, ale je mozné
zariadit’, ze tieto spOsobia len kratkodobu poruchu.



Soft crash landing

« Agentove rieSenie je pre SCL prinosom v tom, ze
eliminuje vazby medzi procesmi

* najma, ak su agenty Cisto reaktivne, takze ked’
pominie kriticky stav, klon pokracuje tam, kde
jeho predchdca prestal



Vyznam rydzej reaktivity

for (;;) {

ask(A); ask(B);

C=A/B;
ld++;

tell(C); tell(1d);

for (;;) {

Id = 0; ask(Id);
ask(A); ask(B);

|d++;

tell(C); tell(1d);
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